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1 CPU
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Application intelligence

High level language (e.g. C)
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libraries

Native language (Assembler)

Binary code

Development
tools

increasing level
of SW abstraction

load SW into memory

( Microprocessor CPU Memory Mixed signal
level (ADC,DAC) J
‘ State Machines — b; @ '
g
iD= Memo - . .
HW { R g i3 | [ increasing level
Combinatorial logic i 8 ; of HW abstraction
(combination of gates) : g ;
‘ Basic Gates Memory cells ! '
Basic components (Transistors, resistances, capacitors ...
\
RO [ Reset ]
R1 |
E% | Load PC | Read start address from 0x0000'0004 ana
Low Registers- 7 load value into Program Counter (PC)
gg | memory addressing | Place content of PC on address bus
L R7 = J
L RS 5 |read instruction from memoryl Copy content of selected memory
RO it address to Instruction Register (IR)
High Registers- R10 v
R11 | increment PC I PC=PC+2 D
L R12 “ !
Stack Paointer SP (R13) = | e e 1R | Execute instruction in
Link Register LR (R14) § : instruction register (IR)
Program Counter [_PC (R15) i L]

1) '2'is used here for simolicitv. In fact the PC is.
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2 Compiler etc.

utils ctboard.o

L.,

Pre- Compiler Assembler Linker
— processor > > > . —
armcc armasm armlink
armcc
main.c main.i main.s main.o main.axf
Source Modified Assembly Relocatable Executable
program source program object object
(text) program (text) program program
(text) human- (binary) (binary)
readable,
CPU specific
Type Freguency
Data transfer 43%
Control flow 23%
Arithmetic 15% Data
Com s 13% processing
Logical 5%
Miscellaneous 1%

3 Arithmetic Operations

Mnemonic Instruction Function Mnemonic Instruction Function C-Operator
ADD/ADDS  Addition A+B ANDS Bitwise AND Rdn&Rm aé&b
ADCS Addition with carry A+B+c .
ADR Address to Register PC+A BICS Bit Clear Rdn & IRm a&-b
SUB/SUBS  Subtraction A-B EORS Exclusive OR Rdn $ Rm ab
: ’ a. "

SBCS Subtraction with carry (b_orrow) A-B-NOT(c) MVNS Bitwise NOT IRm -a
RSBS Reverse Subtract (negative) -1« A
MULS Multiplication A-B ORRS Bitwise OR Rdn#Rm ajb

Flag Meaning Action Operands

Negative MSB=1 N=1 signed

Zero Result =0 Z=1 signed , unsigned

Carry Carry c=1 unsigned

Overflow Overflow v=1 sighed

Carry Overflow

| | | | VD‘—E(XOR)
o || | | {
m/\/\
eI ] c Ll [ |
WS MSB

Negative Zero | | | |
N m | | | MSB LSB
MSB LsB ~ ~~ ~

unsigned signed
0101 * 0011 0101 * 1101 0101 * 1101 _
0011 00001101 § 5 11111101 £ §
0000 00000000 5& 00000000 § £
0011 00001101 ¥ 3 11111101 | § 2
0000 00000000 g5 00000000 s
00001111 00001000001 ™ 10011110001 “
Severin Sprenger June 17, 2026 Zf. CT1 SW 1-14
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unsigned Interpretation
* Program must check carry flag (C) after operation
* C =1 for Addition C =0 for Subtraction
- Result cannot be represented (not enough digits / no negative numbers)
- Full turn on number circle must be added or subtracted
-> odometer effect
* Overflow flag (V) irrelevant

signed Interpretation
* Program must check overflow flag (V) after operation
° V=1 means
- Not enough digits available to represent the result

- Full turn on number circle must be added or subtracted
- odometer effect

* Carry flag (C) irrelevant

unsigned
* Addition > C=1-carry
result too large for available bits
- C =0 - borrow
result less than zero - no negative numbers

* Subtraction

signed
* Addition -> potential overflow in case of operands with
equal signs
-> potential overflow in case of operands with
opposite signs
Processors do not distinguish signed and unsigned
* Users (resp. compilers) have to know, whether they are working
with signed or unsigned numbers
* Processor always calculates flags for both cases
- carry (C) unsigned
- overflow (V) signed
negative (N)

® Subtraction

carry (C), . :
" _+— unsigned Flag Meaning Action Operands
00 gony N 2 Negative @~ MSB=1 N=1 signed
\._ 3 Zero Result=0 Z=1 signed , unsigned
Carl Carl c=1 unsigned
- ry ry g
Overflow  Overflow V=1 signed
N 1001 aTm z
ke 10;3? 8 overflow
] a 7 v)
= How are groups of bytes arranged in memory?
* little endian = least significant byte at lower address
e.g. Intel x86, Altera Nios, ST ARM (STM32)
* big endian = most significant byte at lower address
e.g. Freescale (Motorola), PowerPC
3.1 Shifts
m Overview
Mnemonic  Instruction Function
LSLS Logical Shift Left 2"«Rn 0-—>LSB
LSRS Logical Shift Right 2"+«Rn 0> MSB
ASRS Arithmetic Shift Right 2"<+A MSB — MSB
RORS Rotate Right LSB -» MSB
c 31 0 c 31 0
tsis [ [ «— ] ASRS I; C| — ]
ot |
[} 31 ] c 31 0
LSRS Q ol [ —— ] RORS | — ]
| r |
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3.2 Sign Extensions

= Sign Extension Cortex-MO0 (signed values)
* Extend word-length without changing value
* SXTB Extends an 8-bit value to a 32-bit value
* SXTH Extends a 16-bit value to a 32-bit value
m Zero Extension Cortex-MO0 (unsignhed values)
¢ Extend word-length, fill with zeroes
* UXTB Extends an 8-bit value to a 32-bit value
* UXTH Extends a 16-bit value to a 32-bit value

Examples
SXTB R3, R4

Extract lowest byte of the value in R4,
sign extend it and write the result to R3
Extract lower two bytes of the value in R3,
zero extend it and write the result to R2

UXTH R2, R3

3.3 C Datatype Equivalents

C-Type — unsigned integers m inttypes. h I stdint.h

unsigned char 8 Bit Byte uint8 t
unsigned short 16 Bit  Half-word uintlé_t
unsigned int 32 Bit Word uint32 t
unsigned long 32 Bit Word uint32_t
unsigned long long 64 Bit Double-word uint64_t
m

signed char 8 Bit int8_t
short 16 Bit Half-word intl6_t
int 32 Bit Word int32_t
long 32 Bit Word int32_t
long long 64 Bit Double-word  inté4_t

4 Stack
* PUSH {R2,R3,R6}
00000000 BO83 SUB  SP,SP,#12
00000002 9200 STR  R2,[SP]
00000004 9301 STR  R3,[SP,#4]
00000006 9602 STR  R6, [SP,#8]
* POP {R2,R3,R6}
00000008 9A00 ILDR  R2,[SP]
0000000A 9B01 LDR  R3,[SP,#4]
0000000C 9B02 LDR  R6, [SP,#8]
0000000E B003 ADD  SP,SP,#12
Severin Sprenger June 17, 2026 Zf. CT1 SW 1-14
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= Stack as Object
* Methods
- PUSH () and POP ()
¢ Data
- pushed (written) on top of the stack
- popped (fetched, read) from the top of the stack - LIFOYV

Stackpointer (SP) —— BO7F
° <+—— Stack-base
Slack
0x0000'0000
Stack-limit —
free wih
. gro
Stack Pointer — _ Stack Area of stack
occupied
Stack-base ——
OxXFFFF'FFFF
5 Switch-Case
NR_CASES EQU 6
= Jump Table case_switch CMP R1, #NR CASES
. . BHS case default
u:l._nt31;2_t result, n; LSLS R1, #2 S x4
switch (n) ({ LDR R7, =jump_table
case 0: LDR R7, [R7, R1]
result += 17; BX R7
break; case 0 ADDS R2, R2, #17
case 1: B end sw_case
result += 13; case_ 1 ADDS R2, R2, #13
//fall through N case 35 ADDS R2, R2, #37
B end sw_case

case 3: case 5:

case default MOVS R2,#0
result += 37; =

end sw_case

break;

default: jump table DCD case 0
result = 0; DCD case_ 1

} DCD case_default

DCD case_3 5

Assume: ninR1 DCD case_default
result in R2 DCD case 3 5

6 Subroutines

m Subroutines
* Structured programming
- Avoids duplicated code / clear interface
° Call and return on ARM:
- BL <label> andBX LR / POP {PC}
° Nested subroutines - save LR on stack

Severin Sprenger June 17, 2026 Zf. CT1 SW 1-14
(w/ inputs from lienhyan) 5
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m Mark start and end of a procedure / function
* Used by debugger (tool)
- Buttons "step over" and "step out"
* Structure code for reader

subrExample PROC
PUSH {...,LR}
POP {...,PC}
ENDP
Subroutine call through a label
= BL <IabEI>  unconditional
* Store current PC in LR * relative
« direct
* Branch to <label>
- PC = PC +/- offset
- offsetrange -16'777'216to 16'777'214
BL <label>
15 015 0
1110  immio  [1afffaf3] imm1l |

Il = NOT(J1 EOR S); I2 = NOT (J2 EOR S)
<imm> = S:I1:I2:immlO0:immll:0

LR = PC (LSB set to 'l')

PC = PC + <imm>

. Subroutine call with address in
= BLX (re9|5ter) register
* Store current PC in LR * unconditional
. . .  absolute
* Address of subroutine in register o fgfimes
* Branch
- PC =reqgister

- Branch address from 0 to 22

BLX <Rm>

5 0
010001111 rm [o00|

LR = PC - 2 (LSB set to 'l'")
PC = Rm

7 Arrays

word array DCD O0xFFEEDDCC
DCD OxBBAA9988
DCD 0x77665544
DCD 0x33221100

halfword array
DCW 0x0011,0x2233
DCW 0x4455,0x6677
DCW 0x8899, 0xAARB

AREA progData2, DATA, READWRITE
data array SPACE 256

Severin Sprenger June 17, 2026
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8 Constants and Literals

g
WNRFRPOOVO~NNOOUA~AWNER

=
n

Literal
Pool

[
o ol

CONST_A
CONST_B

0000003C
0000003E
00000040
00000042
00000044
00000046

00000048

0000004cC
00000050
00000054
00000058

MY_CON

4F03
4F04
4F04
4D01
4D04
EO2F

FF001122

00000012
000000AA
BBCCDDEE
00000000

9 Conditional Jumps

ST8 EQU 0xl12

MOVS R1,#MY CONSTS8

EQU
EQU

LDR
LDR
LDR
LDR
LDR
B

mylita DCD

0x0000002A
O0xBBCCDDEE

R7,=0x12
R7,=CONST_A
R7,=CONST_B
R5,mylita
R5,=mylita.
wherever

O0xFF001122

load 0xFF001122 from
address 0x00000048

oad address of mylita from
address 0x00000058

CONST_Aand CONST_B

space where the address of mylita
will be stored after linking

Flag- Dependent

Symbol Condition Flag
EQ Equal Z==
NE Not equal Z==
CS Carry set C==
CcC Carry clear C==
MI Minus/negative N ==
PL Plus/positive or zero N ==
VS Overflow V==
VC No overflow V==

Arithmetic - unsigned: higher and lower

Symbol Condition Flag

EQ Equal Z==

NE Not equal Z ==

HS (=CS) Unsigned higher or same c==

LO (=CQC) Unsigned lower C==

HI Unsigned higher C==1and Z==
LS Unsigned lower or same C==0o0rZ==

Arithmetic - signhed: greater and less

Symbol Condition Flag

EQ Equal Z ==

NE Not equal Z==

M Minus/negative N ==

PL Plus/positive or zero N ==

VS Overflow V==

VC No overflow V==

GE Signed greater than or equal N ==

LT Signed less than N !1=V

GT Signed greater than Z==0andN==
LE Signed less than or equal Z==1orN!=V

Severin Sprenger
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10 Modular Coding

[egisor |syromym R ]

m Where?
* Register

- Caller and Callee use the same register

¢ Global variables

- Shared variables in data area (section)

¢ Stack

- Caller - PUSH parameter on stack

- Callee - access parameter through LDR <Rt>, [SP, #<imm>]
= How?
* pass by value

- Handover the value

* pass by reference

r0
r
r2
r3
4
5
6
7
r8
r9
r10
11
r2
3
r4
r15

- Handover the address to a value

al Argument / result / scratch register 1
a2 Argument / result / scratch register 2
a3 Argument / scratch register 3

a4 Argument / scratch register 4

vi Variable register 1

v2 Variable register 2

v3 Variable register 3

v4 Variable register 4

v5 Variable register 5 -
V6 Variable register 6  |8-r11 have imited set of
v7 Variable register 7 |iney e et wedby
v8 Variable register 8 =™

P Intra-Procedure-call scratch register!)
SP

LR

PC

Register contents
might be modified
by callee

Callee must
preserve contents
of these registers
(Callee saved)

= Scratch Register
* Used to hold an intermediate value during a calculation
* Usually, such values are not named in the program source and
have a limited lifetime
= Variable Register

* A register used to hold the value of a variable, usually one local to
a routine, and often named in the source code.

* Cortex-MO registers R8 — R11 (v5 — v8) are often unused
- as they are accessible only by few instructions
= Argument, Parameter
* Used interchangeably
* Formal parameter of a subroutine

= Parameters
¢ Caller copies arguments to RO to R3
* Caller copies additional parameters to stack
= Returning fundamental data types
* Smaller than word zero or sign extend to word; return in RO

* Word return in RO
* Double-word returnin RO/ R1 1
° 128-bit returnin RO—R3 "

= Returning composite data types (structs, arrays, ...)
* Upto 4 bytes return in RO

* Largerthan 4 bytes stored in data area; address passed as
extra argument at function call

= Stack Frame stack

void caller (void)

uint32_t callee(uint32_t a,

SP of callee

{ ' B uJ..nt32_t b, local variables
uj..nt32_t P =4; uint32_t c) lexceeding R4 — R7
uint32_t q = 5; { Stack frame
uint32 t r = 6; return a + b + c; Each field may or may not be present registers R4 — R7.

i w depending on the number of registers g " of callee
uint32 t sum; } B I content of caller
- required by the function Pushed by callee
sum = callee(p,q,r); register LR
} SP of caller —» parameters
MOVS «r4,#4 | | bl callee PROC exceeding RO — R3
MOVS r5,#5 ;ﬁa ‘sg'a €3 ADDS r0,r0,rl7 callee uses stored by caller
MOVS r6,#6 ADDS r0,r0,r2 - own copies Caller saved
MOV  r2,r6 BX ir of parameters . rﬁgdiiters"
MOV  rl,r5 tcopl%r.)a\;;\:;\zrneters ENDP ushed by caller
0 RO —
SO local variables of
BL callee caller
copy return value
MOV r7,x0 } 1o local variable PUSH and POP are omited in the example
Subroutine call
Save T Copy parameters
‘caller saved’ e exceeding RO-R3 > > Call Callee
registers o R9= on stack
PUSH {RO-R3} MOV RO,Rx SUB SP,SP, # (4*args) BL callee
Protect content such that . STR Ry, [SP, #..]
registers can be used
1o pass parameters e
Prolog - Entry of subroutine
Save ‘callee saved’ Allocate stack Copy input para-
register contents space for meters to scratch/
to stack” local variables variable registers
PUSH {R4-R7,ILR} SUB SP,SP,#... MOV Rx,RO
Protect register contents. Allows.
use of registers inside calee.
| Code of subroutine I
Epilog — Before returning to caller
Restore ‘callee saved, Resle:t: ?::Ck Store result
registers from stack” pacs in RO~ R3
local variables
POP {R4-R7,PC} ADD SP,sSP,#... MOV RO,Ry
Callee restores registers for .
Galler belore returning.
On return from subroutine
Restore et De-allocate stack
‘caller saved’ space used for
5 from RO - R3
registers parameters
t POP {RO-R3} MOV Rz,RO ADD SP,SP, # (4*args)
v
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11 Linker

| |

square.c

P

\ J AN

+

E——

™ f —

v +
‘ main.o ‘ ’ square.o ‘

3

AT
( )
\\Ijlnke/rr/
+
a.o
o000 | CODE prg.axf
o000 _ | DATA o000 | CODE .
A S
e ]
o000 _ | STACK Ve
14
b.o "
linker c
oo . | CODE |:> wo | DATA ||| §
k]
oo | DATA s
v
c.o -
0000 CODE 0000 STACK
DATA

main.o

data

Q
°
<1
o
o
o |
3| e
ol o
S| |e
<] e
el
©
L
©
:||8
=
AR
|| O

square.o
code

Ref: -

Hlobal: square (code)

program.axf

c

2

e

Q

S =l |a

<

s

©

(=]

c

S |ol S

= [B| | o

©o |o| |8

d)om

U):za

o [B=

s | 8|3

O =3
Em

main, square (cod
Local: a, b (data)

= High module cohesion

IMPORT square

EXPORT main
main: ...

a:
b:

Ref.: square (code)

Global: main (code)

Local: a, b (data)

main.o

References
- Imported symbols from assembly
to global reference symbols in the
Global

- Exported symbols from assembly
to global symbols in the object file

Local

code translate
object file

code translate

- Internal symbols from assembly code translate

to local symbols in the object file

* Split what does not belong together
* Little dependencies between modules

* Group together what belongs together
° Lean external interface
* Idea: each module fulfills a single defined task

= Low module coupling

<— coupling

<—— cohesion

2. Das .Ist-File wird nach dem Compilieren vom Assembler erzeugt. &)

3. Im Ist-File kéinnen einige Instruktionen noch nicht fertig assembliert sein, weil dem Assembler gewisse Informationen fehlen. &

4. Aus dem Ist-File kann man bereits exakt lesen, wieviel Platz die AREAs eines Moduls benatigen werden. &2

12 Interrupts
NMI —]
sVC —
IRQ0 —
L [ RO
Interrupt
request .
IRQ239—>

exception .

NVIC

number

acknowledge

CPU
Core

address

>

vector

Memory

vectors[ex_nr]

Severin Sprenger
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NMI é
~
SVC etc. (| 'E| ox.
i PLSVC|—— nr.
IRQO — m_ Identify -
:@ interrupt
PLO with CPU
IRQ1 AT | Mghest
| L riority
& p
(L] <
. o . ack.
. ° . ex.
IRQ239 : D& o 1A239 [+ nr.
PL239 C
1 Current
Interrupt  Interrupt Priority Interrupt priority
Pending Enable  PRIMASK Level Active

Exception | Exception Type Priority Description

Number

1 Reset —3 (Highest) Reset

2 NMI -2 Nonmaskable interrupt (external NMI input)

3 Hard Fault -1 All fault conditions, if the corresponding fault
handler is not enabled

4 MemManage Fault | Programmable Memory management fault; MPU violation or access
to illegal locations

5 Bus Fault Programmable Bus error; occurs when AHB interface receives an
error response from a bus slave (also called prefetch
abort if it is an instruction fetch or data abort if it is a
data access)

6 Usage Fault Programmable Exceptions due to program error or trying to access
coprocessor (the Cortex-M3 does not support a
coprocessor)

7-10 Reserved NA -

11 svaall Programmable System Service call

12 Debug Monitor Programmable Debug monitor (breakpoints, watchpoints, or
external debug requests)

13 Reserved NA -

14 PendSV Programmable Pendable request for system device

15 SYSTICK Programmable System Tick Timer

source: "The definitive Guide to the Cortex-M3"

= Non-maskable Interrupt (NMI)
° Power-fail, emergency button, watchdog, ...

m Example Priorities
° ISR1 does not preempt ISRO
° ISR2 preempts ISRO

IPO pending

IRQO _|\—|
[ ~1

assuming

IRQ0 PLO =0x2 medium priority
IRQ1 PL1=0x3 lowest priority
IRQ2 PL2 =0x1 highest priority

IRQ1
N
IP1 pending

IRQ1 active

(

IRQO active

IRQ2
N

IP2 pending

IRQ2 active

<

1

main()

ISRO [

ISR2 | ISRO | ISR1 main() |

Severin Sprenger

(w/ inputs from lienhyan)

June 17, 2026
10

Zf. CT1 SW 1-14



zh School of
Engineering
ZHAW Zurich University of Applied Sciences, Winterthur aw
Stack after start
of ISR
= Preemption sp
* Service routine A temporarily interrupts
service routine B
* Assigned priority level for each exception
- Levels define whether A can preempt B
* Fixed priorities
- Reset (-3), NMI (-2), hard fault (-1)
* All other priorities are programmable SP beft?re
exception
Interrupt
IRQn "/ st _J\ I S
y
i i IPn Interrupt
= Multiple IRQ request pulses before entering ISR pending ——
° Treated as single interrupt (
* Events are lost I1An Imz::tli’f;
before emering 157 Exception [inactive | pending active inactive |
IRQO N state
\%—/
endin, _,—\— .
—_— ¢ ISR in
active —
ISR entry progress

m Program Status Registers (PSRs)
° APSR  Application Program Status Register
° IPSR Interrupt Program Status Register
* EPSR Execution Program Status Register

3130 29 28 27 26:25 24 2316 15110 9 8:0
request cleared by software ‘I‘:Ss: N[z[c[va] e .
rt of ISR xception number
IRQO N I/ (partof 15F) EPSR [loum[ 7] [iovm]
IP0 pending
( xPSR[N[ Z]c]v]QficnT][T] [icur] T Exception number |
IRQO active o
return from ISR * xPSR Combination of all three PSRs
; Vector Table Mapped to Address 0 at Reset
AREA RESET, DATA, READONLY
0 |__ Vectors DCD __initial_sp ; Top of Stack
1 DCD Reset Handler ; Reset Handler
2 DCD NMI_Handler ; NMI Handler System
3 DCD  HardFault Handler ; Hard Fault Handler  Exceptions
DEDENELY 15 vectors
DCD ... J
; Interrupts
16 DCD  IRQO_ Handler ; ISR for IRQO ]
17 DCD IRQ1 Handler ; ISR for IRQ1 L Interrupts
DCD Soo
AREA SOURCE CODE, CODE, READONLY
IRQO Handler PUSH { ... }
; interrupt service
POP { ... }
BX LR
Assembly C
- Disable set PRIMASK CPSIDY) i dlsable_qu() °
- Enable clear PRIMASK |CPSIEY i enable_irq();
Severin Sprenger June 17, 2026 Zf. CT1 SW 1-14
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Test if IRQ3 is active
ACTIVEO EQU OxEO000E300

Enable IRQ3 Trigger IRQ3 by Software
SETENAO EQU  0xEO000E100 SETPENDO EQU OxE000E200

LDR RO, =ACTIVEO
MOVS R1, #0x08
LDR R2, [RO]

IDR RO,=SETPENDO
MOVS R1,#0x08
STR R1, [RO]

LDR RO, =SETENAO
MOVS R1, #0x08

STR R1, [RO] TST R1, R2
BEQ
Disable IRQ3 Delete Pending IRQ3
CLRPENDO EQU OxEO0O00E280
CLRENAO EQU  0XEQ00E180 "y O Set priority of IRQ3 to 5

PL_IRQ3 EQU O0xE000E403
LDR RO,=CLRPENDO “ee

;g\r:s Eg’ ;(SLIS-:NAO Movs EE AR LDR RO, =PL REG IRQ3
b4 g SEULEE
STR Rl: [RO] STEREDIIRO] MOVS RL1, #0x50
ARM and ST use different names for the same register STRB R1, [RO]

13 Optimizations

= von Neumann Architecture

External factors: ° Same memory holds program and data
Computer system — .+ Better Compilers * Single bus system between CPU and memor
P!
performance i Systembus
\ * Better Algorithms
/ Processor Pro & D &
System level factors: H&ﬁn
CPU improvements: - Special Purpose Units m Harvard Architecture

+ Clock Speed e.g. Crypto, Video, Al * “Mark I” at Harvard University (Howard Aiken, 1939-44)
« Cache Memory + Multiple Processors * Separate memories for program and data
« Multiple Cores / Threads . i

e : Bus Architecture * Two sets of address/data buses between GPU and memory
* Pipelined Execution e.g. von Neumann / Harward
+ Branch Prediction « Faster components (e.g. SSDs, Program Bus Data Bus
« Out of Order Execution 1000Base-T, etc.) @ i} 1L {l

« Instruction Set Architecture Processor Mer?,gry -

= RISC advantages
¢ Simple and fast instruction decoding
* More registers/cache on silicon area (less memory access)

Example: Balance = Balance + Credit ¢ Several data paths possible (superscalar computers)
= RISC * Higher clock frequencies
, DR RO,=Cradit * Effective compiler optimization with limited, generic instructions
* Load / Store Architecture HR B, (0] o o ) o .
. ; LDR RO,=Balance ¢ Easy pipelining, shorter pipelines (instruction size / duration)
* Data processing instructions | pr  r3, [rO]
only available on registers ADDS R2,R1,R3
STR  R2,[RO] = CISC advantages
* Less program memory needed with complex instructions
= CISC * Short programs may work faster with less memory accesses
* One of the operands of an
instruction may directly be  [wov ax, [credit] = CISC and RISC more and more indistinguishable
a memory location ADD [Balance], AX

¢ Modern x86 CPUs convert instructions (CISC to RISC)

Fetch | _ | Execute

Add Data Ph
AGU | Phase & write H Load/Store &
Back Branch
Fetch Instruction
=—p Decode & Multiply & Divide Write
(Rrefetch) Register Read
“Branch forwarding & specuration B’a“""] Shift ]{ e
e e e e — — — — — — — — —
Execute stage branch (ALU branch & Load Store Branch)
Source: ARM
Severin Sprenger June 17, 2026 Zf. CT1 SW 1-14

(w/ inputs from lienhyan) 12



zh School of
Engineering

ZHAW Zurich University of Applied Sciences, Winterthur a

ntial ex ion
= Sequential executio m Control Hazards

12 ns . . .
— Fetch every 12 ns * Branch / jump decisions occur in stage 3 (ex)
3ns 4ns  5ns . . .
Worst case scenario — conditional branch taken:
Instruction n
Instruction n + 1 [fo [Tde T ox ] <[ 00000000 4288 CMP RO,RL ; RO > Rl ?
Instruction n + 2 [fe [ de | ex | <+ 00000002 D802 BHI go_on ; if higher -> go_on
00000004 000A MOVS R2,R1 ; otherwise exchange regs
. . . 00000006 0001 MOVS R1,RO
= Pipelined execution 00000008 0010 MOVS RO,R2
15 0000000A 2305 go_on MOVS R3,#5
ns
Fetch every 5 ns BRI - - - 2o=
. lﬂs[ 5ns_ 5ns - Better usage of
Instruction n fe ['[de | ex functional units cMP  RO,RL ‘ = | = o Decision SUPPOse RO > R1
Instruction n + 1 [fe [Tde [ ex | BHI  go_on | fe de | ex
Instruction n + 2 fe | de || ex | go_on MOVS R3,#5 stall | stall fe | de | ex |
— —
Longest stage (ex) defines pipeline cycle: 5 ns f f f f t f f f t

m Ideas to further improve pipelining:

° Branch prediction:

- Store last decision made for each conditional branch
-> probability is high that the same decision is taken again

* Instruction prefetch:

- Fetch several instructions in advance
-> better use of the system bus
-> possibility of ‘Out of Order Execution’

* Qut of Order Execution:

- If one instruction stalls (e.g. a LDR from slow memory),
it might be possible to already execute the next instruction

Severin Sprenger June 17, 2026 Zf. CT1 SW 1-14
(w/ inputs from lienhyan) 13



ARM v6-M Instruction Set

MOV

MOV <Rd>,<Rm> T

15 0
[oT0001[1 0] Rm [rd |

MOVS <Rd>,<Rm>

MOVS <Rd>, #<imm8>
0

15 0
[000[00[00000] Rm [ &d |

15
[00100[rRa [ imme

RD = D:Rd 2 RD = Rm

ADD

ADD <Rdn>,<Rm>

Rd = Rm

ADDS <Rd>,<Rn>,<Rm>

Rd = <imm8>

ADDS <Rd>,<Rn>, #<imm3>

15 0
[ozo001foop] ”m [Rran|

15 0
[oofo1100[Rm [ n [rd |

__@_» 1[1 ofimm3] Rn | wuo_

Rdn = Rdn + Rm

ADDS <Rdn>, #<imm8>
0

15
X T

Rd = Rn + Rm

ADCS <Rdn>, <Rm>

15 )
[0T0o000fo101] Rm [Ran]

Rdn = Rdn + <imm8>

Subtract

SUBS <Rd>,<Rn>,<Rm>

Rdn = Rdn + Rm + C

Rd = Rn + <imm3>

SUBS <Rd>,<Rn>, #<imm3>

1 0
B0t TP Fa [a [

15 )
[ooof: 1fsf1imm3| & [ rd |

Rd Rn = Rm

= Rn + NOT(Rm) + 1

Rd = Rn - <imm3>
Rn + NOT<imm3> + 1

SUBS <Rdn>, #<imm8>
18 []

poifrifran] imms |
Rdn - <imm8>
Rdn + NOT<imm8> + 1

Rdn

RSBS <Rd>,<Rn>, #0
15

0
10000/1001| Rn | Rd

Rd =0 - Rn

Multiply

MULS <Rdm>, <Rn>, <Rdm>

13 (]
[p10000[1101] Rn [Ram]

Rdm = Rn * Rdm
Compare

CMP <Rn>,<Rm> T1
15 [

100001010/ Rm | Rn

SBCS <Rdn>, <Rm>
15 [

[020000[0'2 1/0] Rm ras]

Rdn = Rdn - Rm - NOT(C)
= Rdn + NOT(Rm) + C "
| cMP <Rn>,<Rm> 12|

CMP <Rn>, #<imm8>
15 0

[pofor[Ra | imms |

Rn - Rm 9 N,Zz,C,V

Rn - Rm = N,2,C,V

Rn - <imm8> = N,Z,C,V

CMN <Rn>,<Rm>

100001011 Rm | Rn

Rn + Rm = N,2,C,V

ZHAW_CT1/23.12.2016
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Logical

ANDS <Rdn>, <Rdn>, <Rm>

BICS <Rdn>,<Rdn>,<Rm>

EORS <Rdn>,<Rdn>,<Rm>

15 0
[020000J0000[ Rm [Ran]

_‘%uoooo_::_? __S...._

15 0
[0T00 000 0 01] Rm [Ran|

Rdn = Rdn & Rm

Rdn = Rdn & !'Rm

MVNS <Rd>,<Rm>

ORRS <Rdn>,<Rdn>,<Rm>

15 0
[0r0000111[ra [ra ]

15 0
[0T0000[11 00 Rm [Ran]|

Rd = 'Rm

Shift/Rotate

ASRS <Rdn>,<Rdn>,<Rm>

Rdn = Rdn # Rm

ASRS <Rd>,<Rm>, #<imm5> |

15 0
010000/0100[ Rm [Ran|

0
oot o s [r [ 72

Rdn = Rdn $ Rm

TST <Rn>,<Rm>

_cu.oooo_u.ooo_ Rm _ NB_

Rn & Rm 2> N,2

LSLS <Rdn>, <Rdn>, <Rm>

nuaooo_oowo_ Rm _whb_

Rdn = shift Rdn right
by Rm<7:0> bits,
£ill with MsB?

LSLS <Rd>,<Rm>,#<imm5>

Rd = shift Rm right
by <imm5> bits
f£ill with MSB

Rdn = shift Rdn left
by Rm<7:0> bits,
fill with zeros?

LSRS <Rdn>,<Rdn>,<Rm>

LSRS <Rd>,<Rm>, #<imm5>

13 0
[ooofoof imms |Rm [rd |

15 0
[oz00000 01 1] Rm [Ran]

15 0
[ooofo1] imms [Rm [Rrd |

Rd = shift Rm left
by <imm5> bits
fill with zeros

RORS <Rdn>,<Rdn>,<Rm>

3 9
010000[0111] Rm [Ran|

Rdn = cyclic rotate right

Load

LDR <Rt>, [<Rn>,<Rm>]
15

0
[oTo1[10 0] Rm [=n [ &t |

Rt = Mem[@ (Rn+Rm) ]

LDRB <Rt>, [<Rn>,<Rm>]

0
_.ouou_:o_?_?_w«_

Rt = Byte[@ (Rn+Rm) ]

Rdn = shift Rdn right
by Rm<7:0> bits,
£ill with zeros?

LDR <Rt>, [<Rn>, #<imm>]
1 0
<imm> = imm5:00

Rt = Mem[@(Rn + <imm>)]

LDRB <Rt>, [<Rn>, #<imm>)

Rd = shift Rm right
by <imm5> bits
£ill with zeros

0
Rn | Rt

_cu.__._ﬂu_ imm5 _ _ _

LDR <Rt>, [BC, #<imm>)

15 L]
_S.oeu_pn_pl.a_

<imm> = imm8:00
Rt = Mem[@ (PC + <imm>)]

<imm> = imm$5

Rt = Byte[@ (Rn+<imm>) ]

LDRH <Rt>, [<Rn>,<Rm>]
15

0
_o:u_pcu_na_? [ re |

Rt = Hw[@ (Rn+Rm) ]

LDRSB <Rt>, [<Rn>,<Rm>]

onon_ow»_—ﬂ-_g—ﬁn_

LDRH <Rt>, [<Rn>, #<imm>]

_Mooe_n imm5 _wb_bn _

<imm> = imm5:0
Rt = Hw[@ (Rn+imm5) ]

LDRSH <Rt>, [<Rn>,<Rm>]

_,onou._wu.w_w! Rn _ ’n_

ZHAW_CT1/23.12.2016
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Rt = sign extend (Byte[€ (Rn+Rm)]) Rt = sign_extend (HWord[@ (Rn+Rm)])




Store

STR <Rt>, [<Rn>,<Rm>]

9
0101/000[ Rm [ Rn [ Rt |

Mem[@ (Rn+Rm) ] = Rt

STRB <Rt>, [<Rn>, #<imm>]
15

0
.n__u_o_ immS _’u- !n_

STR <Rt>, [<Rn>, #<imm>]
18 0

STRB <Rt>, [<Rn>,<Rm>]

0

[pr200[#imms [ an [ re | [0101[010[ Rm [rn [&e |
<imm> = imm5:00

Mem[@ (Rn + <imm>)] = Rt Byte[@(Rn+Rm)] = Rt(7:0)

STRH <Rt>, [<Rn>,<Rm>] STRH <Rt>, [<Rn>, §<imm>]

0 15 0
Wpou_oou_wa_?_w«_ [ro00o] smas [ra [ e ]

<imm> = imm5 <imm> = imm5:0

Byte[@ (Rn+<imm>) ]= Rt (7:0) Hw([@ (Rn+Rm)] = Rt(15:0) Hw[@ (Rn+<imm>] = Rt (15:0
Load/Store Multiple

LDM <Rn>!,<registers> ST™ <Rn>!,<registers>

LDM <Rn>,<registers> 15

(00 o | g i |

Registers in reg_list

Registers in reg_list are stored to memory

are loaded from memory starting at address in Rn

starting at address in Rn
Push/Pop

PUSH {registers} POP {registers}

15 7 0 15 7 0

[to1afo]t op Feg_1ise | || [10T1[1[10e] zeg list |

reg_list:R7.RO reg_list: R7.RO

M: LR P: PC
Branch

B <label> BLX <Rm> BX <Rm>

15 0 ~ - 0

010001
[11200] imm1l ] B0 1h| e oo __%uooon_w 10] Rm [000|
LR = PC - 2 (LSB set to 'l')
PC = PC + immll:0 PC = Rm PC = Rm

BL <label>
018

B<c> <label>

Y

i
3ol im0 [aRRE[C i)

Il = NOT(J1 ECR S); I2 = NOT (J2 EOR S)

<imm> = $:I1:12:imml0:immll:0
LR = PC (LSB set to 'l')
vnuvnoﬁ.i,v

15
mﬂ 0 u._ cond _ imm8

if (cond) then
PC = PC + imm8:0

short Flag short Flag
0000 EQ Z==1 0110 Vs v==1 1100 GT Z==0andN==V
0001 NE Z== 0111 VC V== 1101 LE Z==10rN!=V
0010 CSHS C==1 1000 HI C==1andZ==0 1110 AL always
0011 CCLO C== 1001 LS C==0orZ==1 " - -
0100 M N==1 1010 GE N==V
0101 PL N==0 1011 LT Nl==Vy

ZHAW_CT1/23.12.2016
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Stack Operations

ADD <Rd>,SP, #<imm>

_HOHQH Rd imm8

<imm> = imm8:00
Rd = SP + <imm>

LDR <Rt>, [SP, #<imm>]

15 0
_noou7_nn_»uun_

<imm> = imm8:00
Rt = Mem[SP + <imm>]

Extend

SXTB <Rd>,<Rm>
15

0
Wou.w_mowoﬁ—_wl_wn

ADD SP,SP, #<imm>

1011/0000(0| imm7

<imm> = imm7:00
SP = SP + <imm>

STR <Rt>, [SP, #i<imm>]

1001(0| Rt imm8

<imm> = imm8:00
Mem[SP + <imm>] = Rt

SXTH <Rd>,<Rm>
15

0
ﬂonu_mou.o_mo_i_wa_

RdA([31:0] :=SignExt(Rm[7:0])

Rd[31:0] :=SignExt(Rm[15:0])

UXTB <Rd>,<Rm>
18

0
ﬂo..n—mowo_nu_i_wn_

UXTH <Rd>,<Rm>
15

0
monn—mowo_»o_wl_wn

RdA[31:0] :=ZexroExt(Rm[7:0])

Pseudo Instructions

LDR <Rt>, <label> =>

LDR <Rt>, =<value> =>

Weitere Befehle

REV REV16 REVSH SVC

WFE WFI YIELD

ZHAW_CT1/23.12.2016

RdA[31:0] :=ZexroExt (Rm[15:0])

LDR <Rt>, [PC, #<imm>]
LDR <Rt>, [PC, #<imm>]
Literalpool
DCD value

ARM_v6-M_Instruction_Set.docx

SUB SP,SP, #<imm>

1011/0000[1 imm7

<imm> = imm7:00
SP = SP - <imm>

CPSID CPSIE SETEND BKPT NOP SEV




Thumb® 16-bit Instruction Set
Quick Reference Card

This card lists all Thumb instructions available on Thumb-capable processors earlier than ARM®v6T2. In addition, it lists all Thumb-2 16-bit instructions.
The instructions shown on this card are all 16-bit in Thumb-2, except where noted otherwise.

All registers are Lo (R0-R7) except where specified. Hi registers are R8-R15.

Key to Tables
§ See Table ARM architecture versions. <loreglist+LR> A comma-separated list of Lo registers. plus the LR, enclosed in braces, { and }.
<loreglist> A comma-separated list of Lo registers, enclosed in braces, { and }. <loreglist+PC> A comma-separated list of Lo registers. plus the PC, enclosed in braces, { and }.
Operation § |Assembler Updates Action Notes
Move Immediate MOVS Rd, #<imm> N Z Rd :=imm imm range 0-255.
LotoLo MOVS Rd, Rm N Z Rd :=Rm Synonym of LSLS Rd, Rm, #0
Hi to Lo, Lo to Hi, Hi to Hi MOV Rd, Rm Rd :=Rm Not Lo to Lo.
Any to Any 6 |MOV Rd, Rm Rd:=Rm Any register to any register.
Add Immediate 3 ADDS Rd, Rn, #<imm> N Z C V |Rd:=Rn+imm imm range 0-7.
All registers Lo ADDS Rd, Rn, Rm N Z C V |Rd:=Rn+Rm
Hi to Lo, Lo to Hi, Hi to Hi ADD Rd, R4, Rm Rd :=Rd + Rm Not Lo to Lo.
Any to Any T2 |ADD Rd, Rd, Rm Rd:=Rd +Rm Any register to any register.
Immediate 8 ADDS Rd, Rd, #<imm> N Z C V |Rd:=Rd+imm imm range 0-255.
With carry ADCS Rd, Rd, Rm N Z C V |Rd:=Rd+Rm+ C-bit
Value to SP ADD SP, SP, #<imm> SP := SP + imm imm range 0-508 (word-aligned).
Form address from SP ADD Rd, SP, #<imm> Rd := SP + imm imm range 0-1020 (word-aligned).
Form address from PC ADR Rd, <label> Rd :=1abel label range PC to PC+1020 (word-aligned).
Subtract Lo and Lo SUBS Rd, Rn, Rm N Z C V |Rd:=Rn-Rm
Immediate 3 SUBS Rd, Rn, #<imm> N Z C V |Rd:=Rn-imm imm range 0-7.
Immediate 8 SUBS Rd, Rd, #<imm> N Z C V |Rd:=Rd-imm imm range 0-255.
With carry SBCS Rd, R4, Rm N Z C V |Rd:=Rd-Rm-NOT C-bit
Value from SP SUB SP, SP, #<imm> SP := SP —imm imm range 0-508 (word-aligned).
Negate RSBS Rd, Rn, #0 N Z C V |Rd:=-Rn Synonym: NEGS Rd, Rn
Multiply Multiply MULS Rd, Rm, R4 N Z * * |Rd:=Rm*Rd * Cand V flags unpredictable in §4T,
unchanged in §5T and above
Compare CMP Rn, Rm N Z C V |update APSR flags on Rn — Rm Can be Lo to Lo, Lo to Hi, Hi to Lo, or Hi to Hi.
Negative CMN Rn, Rm N Z C V |update APSR flags on Rn + Rm
Immediate CMP Rn, #<imm> N Z C V |update APSR flags on Rn —imm imm range 0-255.
Logical AND ANDS Rd, Rd, Rm N Z Rd :=Rd AND Rm
Exclusive OR EORS Rd, Rd, Rm N Z Rd :=Rd EOR Rm
OR ORRS Rd, R4, Rm N Z Rd:=Rd ORRm
Bit clear BICS Rd, Rd, Rm N Z Rd :=Rd AND NOT Rm
Move NOT mvns Rd, I rn N Z Rd := NOT Rm
Test bits TST Rn, Rm N Z update APSR flags on Rn AND Rm
Shift/rotate | Logical shift left LSLS RdA, Rm, #<shift> N Z C* Rd := Rm << shift Allowed shifts 0-31. * C flag unaffected if shift is 0.
LSLS Rd, Rd, Rs N Z C* Rd :=Rd << Rs[7:0] * C flag unaffected if Rs[7:0] is 0.
Logical shift right LSRS Rd, Rm, #<shift> N Zz C Rd := Rm >> shift Allowed shifts 1-32.
LSRS Rd, Rd, Rs N Z C* Rd :=Rd >> Rs[7:0] * C flag unaffected if Rs[7:0] is 0.
Arithmetic shift right ASRS Rd, Rm, #<shift> N Z C Rd := Rm ASR shift Allowed shifts 1-32.
ASRS Rd, Rd, Rs N Z cC* Rd :=Rd ASR Rs[7:0] * C flag unaffected if Rs[7:0] is 0.
Rotate right RORS Rd, Rd, Rs N Z C* Rd := Rd ROR Rs[7:0] * C flag unaffected if Rs[7:0] is 0.




Thumb 16-bit Instruction Set
Quick Reference Card

Operation § Assembler Action Notes
Load with immediate offset, word LDR Rd, [Rn, #<imm>] Rd := [Rn + imm] imm range 0-124, multiple of 4.
halfword LDRH Rd, [Rn, #<imm>] Rd := ZeroExtend([Rn + imm][15:0]) Clears bits 31:16. imm range 0-62, even.
byte LDRB Rd, [Rn, #<imm>] Rd := ZeroExtend([Rn + imm][7:0]) Clears bits 31:8. imm range 0-31.
with register offset, word LDR R4, [Rn, Rm] Rd :=[Rn + Rm]
halfword LDRH Rd, [Rn, Rm] Rd := ZeroExtend([Rn + Rm][15:0]) Clears bits 31:16
signed halfword LDRSH Rd, [Rn, Rm] Rd := SignExtend([Rn + Rm][15:0]) Sets bits 31:16 to bit 15
byte LDRB Rd, [Rn, Rm] Rd := ZeroExtend([Rn + Rm][7:0]) Clears bits 31:8
signed byte LDRSB Rd, [Rn, Rm] Rd := SignExtend([Rn + Rm][7:0]) Sets bits 31:8 to bit 7
PC-relative LDR R4, <label> Rd :=[label] label range PC to PC+1020 (word-aligned).
SP-relative LDR R4, [SP, #<imm>] Rd :=[SP + imm] imm range 0-1020, multiple of 4.
Multiple, not including base LDM Rn!, <loreglist> Loads list of registers (not including Rn) Always updates base register, Increment After.
Multiple, including base LDM Rn, <loreglist> Loads list of registers (including Rn) Never updates base register, Increment After.
Store with immediate offset, word STR Rd, [Rn, #<imm>] [Rn + imm] := Rd imm range 0-124, multiple of 4.
halfword STRH Rd, [Rn, #<imm>] [Rn + imm][15:0] := Rd[15:0] Ignores Rd[31:16]. imm range 0-62, even.
byte STRB Rd, [Rn, #<imm>] [Rn + imm][7:0] := Rd[7:0] Ignores Rd[31:8]. imm range 0-31.
with register offset, word STR Rd, [Rn, Rm] [Rn + Rm] :=Rd
halfword STRH Rd, [Rn, Rm] [Rn + Rm][15:0] := Rd[15:0] Ignores Rd[31:16]
byte STRB Rd, [Rn, Rm] [Rn + Rm][7:0] := Rd[7:0] Ignores Rd[31:8]
SP-relative, word STR Rd, [SP, #<imm>] [SP + imm] :=Rd imm range 0-1020, multiple of 4.
Multiple STM Rn!, <loreglist> Stores list of registers Always updates base register, Increment After.
Push Push PUSH <loreglist> Push registers onto full descending stack
Push with link PUSH <loreglist+LR> Push LR and registers onto full descending stack
Pop Pop POP <loreglist> Pop registers from full descending stack
Pop and return 4T |POP <loreglist+PC> Pop registers, branch to address loaded to PC
Pop and return with exchange 5T | POP <loreglist+PC> Pop, branch, and change to ARM state if address[0] = 0
If-Then If-Then T2 | IT{pattern} {cond} Makes up to four following instructions conditional, The first instruction after IT has condition cond. The following
according to pattern. pattern is a string of up to three instructions have condition cond if the corresponding letter
letters. Each letter can be T (Then) or E (Else). is T, or the inverse of cond if the corresponding letter is E.
See Table Condition Field.
Branch Conditional branch B{cond} <label> If {cond} then PC := label label must be within — 252 to + 258 bytes of current instruction.
See Table Condition Field.
Compare, branch if (non) zero T2 |CB{N}Z Rn,<label> If Rn {==1!=} 0 then PC := label label must be within +4 to +130 bytes of current instruction.
Unconditional branch B <label> PC :=label label must be within +2KB of current instruction.
Long branch with link BL <label> LR := address of next instruction, PC := label This is a 32-bit instruction.
label must be within +4MB of current instruction (T2: £16MB).
Branch and exchange BX Rm PC := Rm AND OxFFFFFFFE Change to ARM state if Rm[0] = 0.
Branch with link and exchange 5T |BLX <label> LR := address of next instruction, PC := label This is a 32-bit instruction.
Change to ARM label must be within +4MB of current instruction (T2: £16MB).
Branch with link and exchange 5T |BLX Rm LR := address of next instruction, Change to ARM state if Rm[0] = 0.
PC := Rm AND OxFFFFFFFE
Extend Signed, halfword to word 6 |SXTH RdA, Rm Rd[31:0] := SignExtend(Rm[15:0])
Signed, byte to word 6 |SXTB R4, Rm Rd[31:0] := SignExtend(Rm[7:0])
Unsigned, halfword to word 6 |UXTH R4, Rm Rd[31:0] := ZeroExtend(Rm[15:0])
Unsigned, byte to word 6 |UXTB RdA, Rm Rd[31:0] := ZeroExtend(Rm[7:0])
Reverse Bytes in word 6 |REV Rd, Rm Rd[31:24] := Rm[7:0], Rd[23:16] := Rm[15:8], Rd[15:8] := Rm[23:16], Rd[7:0] := Rm[31:24]
Bytes in both halfwords 6 |REV16 Rd, Rm Rd[15:8] := Rm[7:0], Rd[7:0] := Rm[15:8], Rd[31:24] := Rm[23:16], Rd[23:16] := Rm[31:24]
Bytes in low halfword, sign extend | 6 |REVSH Rd, Rm Rd[15:8] := Rm([7:0], Rd[7:0] := Rm[15:8], Rd[31:16] := Rm[7] * &FFFF




Thumb 16-bit Instruction Set
Quick Reference Card

Operation § | Assembler Action Notes

Processor | Supervisor Call SVC <immed_8> Supervisor Call processor exception 8-bit immediate value encoded in instruction. Formerly SWI.

M"._Nm.nnmm Change processor state | 6 |CPSID <iflags> Disable specified interrupts

6 |CPSIE <iflags> Enable specified interrupts

Set endianness 6 | SETEND <endianness> | Sets endianness for loads and saves. <endianness> can be BE (Big Endian) or LE (Little Endian).
Breakpoint 5T | BKPT <immed_8> Prefetch abort or enter debug state 8-bit immediate value encoded in instruction.

No Op No operation NOP None, might not even consume any time. Real NOP available in ARM v6K and above.

Hint Set event T2 | SEV Signal event in multiprocessor system. Executes as NOP in Thumb-2. Functionally available in ARM v7.
Wait for event T2 |WFE Wait for event, IRQ, FIQ, Imprecise abort, or Debug entry request. Executes as NOP in Thumb-2. Functionally available in ARM v7.
Wait for interrupt T2 |WFI Wait for IRQ, FIQ, Imprecise abort, or Debug entry request. Executes as NOP in Thumb-2. Functionally available in ARM v7.
Yield T2 | YIELD Yield control to alternative thread. Executes as NOP in Thumb-2. Functionally available in ARM v7.

Condition Field
Mnemonic Description In Thumb code for processors earlier than ARMv6T2, cond must not appear anywhere except
in Conditional Branch ( B{cond} ) instructions.
EQ Equal
NE Not equal
Cs / HS |Carry Set/Unsigned higher or same In Thumb-2 code, cond can appear in any of these instructions (except CBz, CBNZ, CPSID,
CC / LO |Carry Clear / Unsigned lower CPSIE, IT, and SETEND).
. The condition is encoded in a preceding IT instruction (except in the case of B{cond}
MI Negative instructions).
PL Positive or zero If IT instructions are explicitly provided in the Assembly language source file, the
Vs Overflow conditions in the instructions must match the corresponding IT instructions.
vC No overflow
HI Unsigned higher ARM architecture versions
LS Unsigned lower or same 4T All Thumb versions of ARM v4 and above.
GE Signed greater than or equal 5T All Thumb versions of ARM v5 and above.
LT Signed less than 6 All Thumb versions of ARM v6 and above.
GT Signed greater than T2 All Thumb-2 versions of ARM v6 and above.
LE Signed less than or equal
AL Always. Do not use in B{cond}
Proprietary Notice Document Number
Words and logos marked with ®or ™ are registered trademarks or trademarks of ARM Limited in the EU ARM QRC 0006E
and other countries, except as otherwise stated below in this proprietary notice. Other brands and names
mentioned herein may be the trademarks of their respective owners. 0593@ e _IOQ
Neither the whole nor any part of the information contained in, or the product described in, this document | Dat ch
may be adapted or reproduced in any material form except with the prior written permission of the Ssue ate ‘nange
copyright holder. A Nov 2004 First Release
B May 2005 RVCT 2.2 SP1
The product described in this document is subject to continuous developments and improvements. All C March 2006 RVCT 3.0
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However, all warranties implied or expressed, including but not limited to implied warranties of E Sept 2008 RVCT 4.0

merchantability, or fitness for purpose, are excluded.
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ARM® Thumb® ﬁO1HmX|3®\3H Instruction Set ordered by machine code

This card lists all Thumb instructions ordered by machine code to ease manually disassemble Thumb code.

See the respective Thumb® 16-bit Instruction Set Quick Reference Card for details on the individual instructions.
Version 1.3, 2019-08-20, Andreas Gieriet
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0000 - 0xOxxx Instructions
0000 0000 0Omm mddd MOVS
0000 0iii iimm mddd LSLS
0000 1iii iimm mddd LSRS
0001 - Oxlxxx Instructions
0001 0iii iimm mddd ASRS
0001 100m mmnn nddd ADDS
0001 101lm mmnn nddd SUBS
0001 110i iinn nddd ADDS
0001 111i iinn nddd SUBS
0010 - O0x2xxx Instructions
0010 0ddd iiii iiii MOVS
0010 1nnn iiii iiii CMP
0011 - Ox3xxx Instructions
0011 0ddd iiii iiii ADDS
0011 1ddd iiii iiii SUBS
0100 - Ox4xxx Instructions
0100 0000 0Omm mddd ANDS
0100 0000 Olmm mddd EORS
0100 0000 10mm mddd LSLS
0100 0000 1lmm mddd LSRS
0100 0001 0Omm mddd ASRS
0100 0001 Olmm mddd ADCS
0100 0001 10mm mddd SBCS
0100 0001 1lmm mddd RORS
0100 0010 0Omm mddd TST
0100 0010 Olmm mddd RSBS
0100 0010 10mm mnnn CMP
0100 0010 1lmm mnnn CMN
0100 0011 OOmm mddd ORRS
0100 0011 Olmm mddd MULS
0100 0011 10mm mddd BICS
0100 0011 11lmm mddd MVNS
0100 0100 dmmm mddd ADD
0100 0101 nmmm mnnn CMP
0100 0110 dmmm mddd MOV
0100 0111 Ommm m. .. BX
0100 0111 lmmm m... BLX
0100 1ttt iiii iiii LDR
LDR
LDR
LDR
0101 - Ox5xxx Instructions
0101 000m mmnn nttt STR
0101 00lm mmnn nttt STRH
0101 010m mmnn nttt STRB
0101 01lm mmnn nttt LDRSB
0101 100m mmnn nttt LDR
0101 10lm mmnn nttt LDRH
0101 110m mmnn nttt LDRB
0101 11lm mmnn nttt LDRSH
0110 - Ox6xxx Instructions
0110 0iii iinn nttt STR
0110 1iii iinn nttt LDR
0111 - O0x7xxx Instructions
0111 0iii iinn nttt STRB
0111 1iii iinn nttt LDRB
1000
1000
1000
1001
1001 Ottt iiii iiii STR
1001 1ttt iiii iiii LDR

Rddd
Rddd
Rddd

Rddd
Rddd
Rddd
Rddd
Rddd

Rddd

flags

Rddd
Rddd

IR =
Rttt

--> pseudo instruction:
in litpool,

IPC+2,PC=Rmmmm (mmmm==0b1111:

Rmmm LSL #0bO0i i
Rmmm LSR #0b0iiiii

Rnnn + Rmmm

Rnnn - Rmmm

Rnnn + #0b0iii

Rnnn - #0b0iii
#0b0iiiiiiii

Rnnn - #0b0iiiiiiii

Rddd +

Rddd -

Rddd & Rmmm

Rddd ~ Rmmm

Rmmm +
Rmmm - ~carry

carry

Rnnn +
Rddd |
Rddd *
Rddd & --> bit clear
Rdddd + Rmmmm
Rnnnn - Rmmmm

--> alias for LSLS Rddd,Rmmm, #0

--> alias for NEGS Rddd, Rmmm

PC=Rmmmm (mmmm==0bllll: unpredictable)

[Rnnn + Rmmm] = Rttt

[Rnnn + Rmmm] = Rttt -—>
[Rnnn + Rmmm] = Rttt -—=>
Rttt<sssl> = [Rnnn + Rmmm]<1> -—>
Rttt = [Rnnn + Rmmm]

Rttt<0021> = [Rnnn + Rmmm]<21> -—
Rttt<0001> = [Rnnn + Rmmm]<1> -—>
Rttt<ss21> = [Rnnn + Rmmm]<21> -—>
[Rnnn + 0b0iiiii00] = Rttt -—=>
Rttt = [Rnnn + 0x0iiiii00] -—>
[Rnnn + 0b0iiiii] = Rttt -=>
Rttt<0001> = [Rnnn + 0x0iiiii]<1> -—>
[Rnnn + 0x0iiiii0] = Rttt -—

Rttt

unpredictable)
--> +1020 max
--> the assembler calculates the above from the label
the assembler stores the lab/lit
access PC relative with LDR Rttt,litpool

+1020 max

low half
low byte
low byte
low half
low byte
low half
+124 max
+124 max
+31 max,
+31 max,
+62 max,
+62 max,
-=>

-=>

+1020 max

Rddd = ((IPC+4)&~0b011)+0b0iiiiiiii00
Rddd = SP + 0b0iiiiiiiiOO0

--> +1020 max
-=> +1020 max

SP = SP + 0b0i iiioo

SP = SP - 0b0iiiiiiio00

if Rnnn==zero, PC = IPC+4 + Ox0ii1iiii0
Rddd<ss21> = Rmmm<4321> --> low half
Rddd<sssl> = Rmmm<4321> --> low byte
Rddd<0021> = Rmmm<4321> --> low half
Rddd<0001> = Rmmm<4321> --> low byte
rrrrrrrr = Lo reg-mask --> pushes regs to SP (decrements SP)
rrrrrrrr = Lo reg-mask --> pushes regs to SP (decrements SP)
unpredictable

sets little-endian mode in CPSR

sets big-endian mode in CPSR

--> +508 max
--> +508 max
—=>—+126-max

Enable Processor State --> a=imprecise-abort, i=IRQ, f=FIQ
Disable Processor State --> a=imprecise-abort, i=IRQ, f=FIQ
unpredictable

£R

1010 - OxAxxx Instructions
1010 0ddd iiii iiii ADR Rddd, label
1010 1ddd iiii iiii ADD Rddd, SP, #off
1011 - O0xBxxx Instructions
1011 0000 0iii iiii ADD SP, SP, #off
1011 0000 1iii iiii SUB SP, SP, #off
1011 00il iiii 3 CBZRnnn, label
1011 0010 OOmm mddd SXTH Rddd, Rmmm
1011 0010 Olmm mddd SXTB Rddd, Rmmm
1011 0010 10mm mddd UXTH Rddd, Rmmm
1011 0010 1lmm mddd UXTB Rddd, Rmmm
1011 0100 rrrr rrrr PUSH {reg0-7}
1011 0101 rrrr rrrr PUSH {LR,reg0-7]
1011 0110 0100 xxxx -
1011 0110 0101 O... SETEND LE
1011 0110 0101 1... SETEND BE
1011 0110 0110 Oaif CPSIE aif
1011 0110 0111 Oaif CPSID aif
1011 0110 011lx 1xxx -

i iiii—d Rann;—label
1011 1010 OOmm mddd REV Rddd, Rmmm
1011 1010 Olmm mddd REV16 Rddd, Rmmm
1011 1010 10xx XXXX -
1011 1010 1lmm mddd REVSH Rddd, Rmmm
1011 1100 rrrr rrrr POP {reg0-7}
1011 1101 rrrr rrrr POP {PC,reg0-7]
1011 1110 iiii iiii BKPT #0biiiiiiii
1011 1111 0000 0000 NOP
1011 1111 0001 0000 YIELD
1011 1111 0010 0000 WFE
1011 1111 0011 0000 WFI
1011 1111 0100 0000 SEV
1011 1111 ITsel d
1100 - OxCxxx Instructions
1100 Onnn rrrr rrrr STMIA Rnnn! {reg0-7}

1100

lnnn rrrr rrrr

LDMIA Rnnn! {reg0-7}

{reg0-7}

LDMIA Rnnn
1101 - O0xDxxx Instructions
1101 0000 i iiii BEQ label
1101 0001 iiii BNE label
1101 0010 iiii BHS/BCS label
1101 0011 iiii BLO/BCC label
1101 0100 iiii BPL label
1101 o101 iiii BMI label
1101 0110 iiii BVS label
1101 0111 iiii BVC label
1101 1000 iiii BHI label
1101 1001 iiii BLS label
1101 1010 iiii BGE label
1101 1011 iiii BLT label
1101 1100 iiii BGT label
1101 1101 iiii BLE label
1101 1110 xXXXX XXXX -
1101 1111 iiii iidii SVC #0biiiiiiii
1110 - OxExxx Instructions
1110 0iii iiii iiii B label
1110 1
1111 - OxFxxx Instructions
1111 Oxii iiii iidii 11yl =ziii iiii iiii
1111 0011 1110 1111 1000 dddd ssss ssss
1111 0011 1000 mmmm 1000 1000 ssss ssss
1111 0011 1011 1111 1000 1111 0100 1111
1111 0011 1011 1111 1000 1111 0101 1111
1111 0011 1011 1111 1000 1111 0110 1111

T XXRKRAKK XAAK HXAAK RXAAK RAAK RARK—————————————

BL label

if Rannl=zero; PC=IPC+4+ Ox0iiiiii 0 +-126
Rddd<4321> = Rmmm<1234> --> reverse all

Rddd<4321> = Rmmm<3412> --> reverse low half, rev. upper half
undefined

Rddd<4321> = Rmmm<ssl2> --> reverse low half, sign extended

rrrrrrrr = Lo reg-mask --> pops regs from SP (increments SP)
rrrrrrrr = Lo reg-mask --> pops regs from SP (increments SP)
breakpoint, arg ignored by HW

do nothing

do nothing, NOP-Hint: signal to HW to suspend/resume threads

do nothing, NOP-Hint, wait for event

do nothing, NOP-Hint: wait for interrupt

do nothing, NOP-Hint: signal event to multi-processor system

if-then: sel=mmmm: T=then/E=else, cond=cccc: as for Bcec<1l1l:8>

rrrrrrrr = Lo reg-mask, inc Rnnn
rrrrrrrr = Lo reg-mask, inc Rnnn if Rnnn not in mask
rrrrrrrr = Lo reg-mask, load Rnnn if Rnnn in mask

if true, PC = IPC+4 Obiiiiiiii0 --> -256/+254 max
if true, PC = IPC+4
if true, PC = IPC+4
if true, PC = IPC+4
if true, PC = IPC+4
if true, PC = IPC+4
if true, PC = IPC+4
if true, PC = IPC+4
if true, PC = IPC+4
if true, PC = IPC+4
if true, PC = IPC+4
if true, PC = IPC+4
if true, PC = IPC+4

if true, PC = IPC+4 Obiiiiiiii0 --> -256/+254 max
undefined --> can be used for instruction emulation
supervisor call (formerly called SWI), arg ignored by HW

Obiiiiiiii0 --> -256/+254 max

+
+

+ Obiiiiiiii0 --> -256/+254 max
+ Obiiiiiiii0 --> -256/+254 max
+ Obiiiiiiii0 --> -256/+254 max
+ 0biiiiiiii0 --> -256/+254 max
+ Obiiiiiiii0 --> -256/+254 max
+ Obiiiiiiii0 --> -256/+254 max
+ O0biiiiiiii0 --> -256/+254 max
+ Obiiiiiiii0 --> -256/+254 max
+ Obiiiiiiii0 --> -256/+254 max
+ Obiiiiiiid

+
+

Obiiiiiiii0 --> -256/+254 max
Obiiiiiiii0 --> -256/+254 max

PC = IPC+4 + Obiiiiiiiiiiio
32-bit-instruections

--> -2048/+2046 max

LR=IPC+4,PC=IPC+4+0bX¥Zii...ii0,X,Y,Z=£(x,y,z), +/-16M

MRS Rdddd,S; Rdddd = special register S (encoded as Obssssssss)
MSR S,Rmmmm; special register S (encoded as Obssssssss) = Rmmmm

DSB
DMB
ISB

; data synchronization barrier

; data memory barrier

; instruction synchronization barrier
other32-bit-instruections

1) IPC is the PC of the current instruction (IPC+4 is given by the pipeline, IPC+2/+4 is the return address in the LR)
2) a dot means don’t care, but must be set to @.

3) <4321>: word, <21>: low half word, <1>: low byte, <@001>: zero extend byte, <sssl>: sign extend byte, etc.
4) Undefined instructions can be used to emulate instructions (they trigger the undefined exception).

5) Unpredictable instructions do any unpredictable actions and are therefore illegal instructions.

6) Unallocated codes are undefined unless they are explicitly marked as unpredictable.

7) CBZ, CBNZ, IT are the only 16 bit instructions which are not part of Cortex-M@/M1 Thumb code.

8) BL, DMB, DSB, ISB, MRS, MSR are the only 32 bit instructions as part of the Cortex-M@/M1 instruction set.




